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PUcku, KoTopble MOXHO nepenatb CTPaxoBLUUKY

Puckn otBeTCTBEHHOCTH
TOoBaponpousBoauTens
Puckn otBeTCTBEHHOCTH
ANpeKTopa

Pucku 3arpsasHeHus
OKpYy>KaroLien npupoaHoun
cpenbl U YObLITKOB,
CBSAA3aHHbIX C 3arpsA3HeHnem
Kubeppucku

* Pucku «notepu» pbiObI
* Pwucku noBpexpeHus

nMmyLlecTBa, MalluH U
obopynoBaHus

* Pwuckun nepepbiBa B

npousBoAcTBe

= Pwucku npu

rpysonepeBo3Kax
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1. PUCKM OTBETCTBEHHOCTU TOBapornpounsBoauTens
Jlorncrnyeckas ueno4yka B I1VILI.l,eBOl7I NPOMbLILIJIEHHOCTU

CenscxKoe XOBsICTEO TPaHCIOPTUPOBKA Vurpe meHTH
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1. PUCKM OTBETCTBEHHOCTU TOBaponpousBoanTens

Buabl 3arpa3HAOWMX BeLLecTB: 3a 4TO HeceT OTBETCTBEHHOCTb Briageney,
=  Pusnyeckme (KamHu, ctekna u 1.4.) TOoBapa?
=  Mwukpobuonornyeckue (KMwevHas nanouka, = [ledpekTbl TOBapa
canbMoHenna, nucTepus n T.4.) =  OTcytcTBME MHGopMmauun / HegoctoBepHas
= XuMun4yeckue (octaTkm MOKLLNX CPEACTB, NHdopmaLmsa 0 NPOAYKLNU

nectmumabl U T.4.)

3akoHoaaTenbHble OCHOBbI OTBETCTBEHHOCTU BrnajerbLa TOBapoB:

= [paxgaHckumn kogekc Poccunckon ®egepaunm (Macte Il ot 26.01.1996) masa 59.

=  3akoH PO o1 7 dheBpans 1992 r. N 2300-1 «O 3awute npaB notpedutenemny.

=  degepanbHbIn 3akoH «O KayecTBe 1 6esonacHOCTM NULLEBbLIX NpoaykToB» (0T 2 aHBapa 2000 r. N 29-93)
*  TexHu4eckue pernameHTbl B OTHOLIEHUM pasfiNyHbIX BUOAOB NPOAYKTOB
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1. PUCKM OTBETCTBEHHOCTU TOBaponponsBoauTens
YTO MOXHO 3acTpaxoBaTb?

v

MpeTeH3us K « MMpuunHeHue Bpena
Npou3BoAUTENIO/NOCTaBLLMKY 30pOBbIO/MMYLLECTBY NOTPebuTenemn

 Pacxogbl Ha 3awunTy B cyae

« Pacxogbl npoun3BoauTesnia U ero
napTHepoB Ha OT3bIiB NPOAYKLUUN C PbIHKaA

« Pacxogbl Ha ny6nukauuro
MHOPMaLMOHHBLIX coobleHnn B CMU
«  CTOMMOCTb 3aMeHbl Npou3BegeHHON LT,

DECLARE

npoaykuummn BANKRUPTCY

* [oTepsa npubLINK U, BO3MOXHO,
GaHKpOTCTBO

YObITKU

Cyne6HbIN Uck npousBoauTens
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2. PUCKM OTBETCTBEHHOCTU AUPEKTOpA
KTo BnusieT Ha cyabLOy AnpekTopa?

Kpeautopbl

MaxkopuTtapHble
AKLMUOHepbI
MuHopuTapHble
AKLMUOHepbI

KomnaHusa
(CobcTBEHHUK)

KnueHrsl,
MocTaBWMUKKN

KOHKypeHTbI
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2. PUCKM OoTBeTCTBEHHOCTU AMpPEKTopa

Npeumyuiectoa T

"Monnc D&O pacnpoctpaHseTca cBoe penctBne Ha BCEX
OUPEKTOPOB  BKJllOMasi BCe  OOYepHUEe  KOMMaHMM WU
o60CcOOneHHbIe  npeanpuATUA: B Clydae  OCTaBneHus
AVNPEKTOPOM / 3aHMMaeMOn AOSMKHOCTU, nonuc 6yaeT MnokpbiBaTb
ero aencTeus (CoBeplleHHble UM B OOMMKHOCTU AMPEKTOpa) - MoKa
AencTByeT nonuc / B TedeHune 6 ner.

»3actpaxoBaHbl BCE PUCKU un TEPPUTOPWUWN: nokpbiBaeTcs
BCE, YTO HE UCKITHYEHO.

»TpeboBaHne MOXeT ObITb NOAaHO OT Ndoro 3-ro nuua.

=[Tonnc pacnpocTpaHaeTca Ha cybcuanapHyto OTBETCTBEHHOCTb.
=YperynupoBaHue TpeboBaHMss MOXeT ObiTb B gocygedbHom /
cyaebHom nopsgke.

*"[MoKpbIBalOTCA BCe HEBEPHbIEe AEUCTBUA OUPEKTOPOB C AaTbl
OCHOBaHUM KOMMNAHUW [0 OKOHYaHMs Mepuoga CTpaxoBaHUA
(PeTpoakTuBHas garta, Kak npaBuso, He yCTaHaBMBaETCS).
»®paHwmnzy aupektop HAKOT A He nnatuT.

=Pacxoabl Ha 3aWmMTy OMPEKTOPA HE OrpaHnYeHbl B paMkax obLuero
nmmuTa.

* YronoBHble AeAHUA (OnnavyMBaeM TOSMbKO pacxodbl Ha 3aLuuTy,
HO He cymMy TpeboBaHUS);

= OTMbIBaHWE OEHET;

* Yuwep6b 340poBbIO U nMyLlecTBa (CyLlecTByeT
crneynanu3vpoBaHHbIv MOMNC CTPaxoBaHUA rpaXXgaHCKoOW
OTBETCTBEHHOCTMW)

= 3arpsisHeHue OKpyXatoLlen cpeabl;

= Tpe6boBaHue OCHOBHOIO akLUoOHepa (onnaynBaemM TOSMbKO
pacxodpbl Ha 3awmnTy. OgHaKo AaHHOE UCKIIYEHNE He
NPUMEHNMO K NtobomMy MICKy, KOTOPbI NpeabsBneH OCHOBHbIM
aKuMOHEepPOM B Cryyae, Korga OCHOBHOW akLMOHep He yTBepXaan
HeBepHoe gencrseue);

* Mpeabiaywme TpeboBaHUA N ob6cToATeNbLCTBA (O KOTOPbIX
ObINo coobLLEHO paHee UM KOTopble Ha4Yanucb paHee Havana
CpoOKa CTpaxoBaHusl),

» liTpadbl n neHu (He noanexar cCTpaxoBaHWUIO MO 3aKOHY)
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2. PUCKM oTBEeTCTBEHHOCTU AUpPEKTOopa
OeunctBue nonuca D&O BO BpEMEHMU

A

3acTpaxoBaHHbIN Nepuoa

Ownboy4yHoe aencrTeme

@

xX-

MpeabsaBneHue TpeboBaHusA

DOaTa
OCHOBaHMA
KomnaHuu

[arta Hayana
MNMepuop cTtpaxoBaHus

Mepuop ctpaxoBaHus — 1 roq

BecnnaTtHbin NMepuon obHapyxeHus — 60 aHewn
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3. PucCkKu 3arpsisHeHUs OKpyKaroLien npmpoaHou cpeabl U
yObITKOB, CBA3aHHbIX C 3arpsA3HeHuem

"lOpuandeckme nuua, NPUYUHMBLLME Bpen OKpyXalowen cpege,
00s3aHbl BO3MECTUTb ero B norHom obbeme (cT. 77 ®3 «O6
oxpaHe okpyxatowen cpeabl» oT 10.01.2002 N 7-03)

*C TpeboBaHMEM O BO3MeWEHUM Bpeda, MNPUYNHEHHOTO
oKpyXatowen cpege, BrpaBe o06paTUTbCA  YNONHOMOYEHHbIE
OpraHbl  roCydapCTBEHHOM  BRacTh, NPOKypop, rpaxanaHe,

06LLEeCTBEHHbIE 0ObeAMHEHUS 1 HEKOMMEpPYECKMEe opraHM3aLum

*HaxoxaeHne 3eMernbHOro y4vactka B COOCTBEHHOCTM nuua,
[eATenbHOCTb KOTOPOro NpuBerna K 3arpsa3HeHunto, camo rno cebe He
MOXXET CMYXWUTb OCHOBaHWEM A5 OCBOOOXOEHWUs 3TOro nuua ot
00513aHHOCTM NPUBECTU 3EMErbHbIN Yy4acToK B MepBOHavanbHoe
COCTOSIHME N BO3MECTUTb BPE, NPUYMHEHHbIV OKpYXKatoLen cpeae

-}Opl/l,u,mqecme nnua, AedATeribHOCTb  KOTOPbIX CBA3adHa C
NOBbILLEHHOW ONACHOCTbLIO ANA OKpyXaroLunx, 0653aHbl BO3BMECTUTb
Bpea, I'Ipl/IL-Il/IHeHHbIIZ MCTOYHUKOM  MOBbLILLIEHHOW OMacHOCTH,
HE3aBUCUMO OT Halnn4nd BUHbI

TpeboBaHMe 3aKOHa YTO MOXKHO 3acTpaxoBaTb

*Bpen okpyxatowen cpeqe v yuwepb buopasHoobpasnto

“Yuiep6 B pesynbrare
HenpeaBUOEHHOIO 3arpsi3HeHNs

NOCTENeHHOoro, BHE3alnHoro n

»Pacxogbl HA MMHUMW3ALMIO NOCHEACTBUN 3arpA3HEeHNs

*Pacxodbl Ha OPUONYECKYIO 3alUUTY U 3KCNEepTU3y CTPaxoBbiX
CrnyvyaeB, CBSI3aHHbIX C 3arpsi3HEHMEM OKpY>KatoLLen cpeabl

=Pacxoabl 3a npu4YnHeEHMe Bpena XM3Hu, 3qopoBbo N NMMYLLECTBY
TPETbUX NN Ha N BHE I'IpOVI3BO,EI,CTBeHHOl7I TeppuntTopmn

»Pacxofbl No o4ncTKe TeppMTole7| CTpaxoBaTternda U TpeTbux nnu
*"Puckn MCTOPUYECKOIO 3arpA3HeHns
-I'Iepepbls B NMpon3BOoACTBE CTpaxoBaTessd

*OTBETCTBEHHOCTb 3a 3arpsA3HeHne OKpykawllenh cpeabl B Xxoae
TPaHCNOPTUPOBKU

B paMKax BbICTaBKU PbIOHON MHAYCTPUU, MOPENPOAYKTOB U TEXHONOIrnm
Seafood Expo 2019




4. Knbeppucku

1.CtpaxoBaHue OTBETCTBEHHOCTU Tnepes 3-mMv nvyamm B
pesynbrate BO3HUKHOBEHUA TpeboBaHW NPOTMB CTpaxoBaTend 3a
HeCaHKUMOHNPOBaHHOE packpbITne AaHHbIX 3-x nuy
(nepcoHanbHbIX / KOpnopaTuBHbIX) , B T.4. W3-32 HapyLleHUs
6e30nacHOCTN KOMMNbIOTEPHOW CUCTEMBI (3apakeHne BpegoHOCHOro
MO / Malware, yHUYTOXEHME, moaudukauma wnu yaaneHue
MHOPMaUnK, du3ndeckad Kpaxa unu YyTepsa annapartHoro
obecneyeHus n ap.)

2.0TBeTCTBEHHOCTb 3a copepxaHue nHdopmauum (Media Pi) —
ywepb u opuandeckue pacxogbl U3-3a HapyLleHUsi aBTOPCKOro
npaBa 1 xanaTtHOCTW Npu paboTe C KOHTEHTOM

1. First Response - [loctyn Kk topuandyeckum n UT-ycnyram B
KpUTMYECKOU CuTyaumm

2. Event Management

» Pacxogbl Ha  NporpamMMHO-TEXHUYECKYHD  9KCepTusy U
BOCCTaAHOBJIEHME AMEKTPOHHbIX AaHHbIX / IporpamMmm

»  KOpuanyeckasa noOMOLLb (BKM. perynaTopHoe paccnegoBaHume)

=  PR-ycnyrv ons MyMHMMmnsauumn penyTtayumoHHoro yuepba

= Pacxogbl Ha yBefoMIieHNe CyObeKTOB AaHHbIX

= Pacxogbl Ha MOHUTOPUHT Nb-nHUMaeHTa

= Pacxogbl Ha CHATME Yyrpo3bl Knbep - BbiMoraTenscTea (BUpYChl
— wundpoBanbLUmkn, Hanpumep — Petya / exPetr, WannaCry)

1.Y6bITKM OT cb6oeB B paboTe cetn B cBA3M ¢ DD0OS Attack mnnu
3apaxeHune BpegoHocHoro MO / Malware

2.Network Interruption: OSP - Y6bITkM OT c60eB B paboTe ceTu Ha
CTOPOHE BHELLUHEro nocTaBlumka ycnyr (Beb6-xocTuHr, obpaboTtka
nnaTexen, gaHHble cbop n xpaHeHne) B cBA3n ¢ DDoS Attack unu
3apaxeHune BpegoHocHoro MO / Malware

3.Network Interruption: System Failure

1.Computer Crime - ®uHaHCOBble MOTEPU OT MOLLUEHHUYECKNX
9NEeKTPOHHbIX MepeBOAOB CPEACTB BO3HMKAWOLWWMX B pesynbrarte
HapyLueHus knbepbesonacHOCTH

2.Goodwill Coupon - TanoHbl / Bayyepbl AONS Mo4AEpPXKaHUS
NOANBHOCTN  KIIMEHTOB B Clnyyae ecnu  KoHduaeHumanbHas
NHpopMaLMa HECaAHKLMOHUPOBAHO packpbiTa MW €CNU KIUEHTDI
He CMOrnKM Nony4MTb AOCTYN K ycrnyram ns-3a cbosi B pabote cetu

3.Criminal Reward Fund - BoO3HarpaxgeHue 3a WHMOpMaLUIO
CBSI3aHHYI0 C KNBEPMHUMAOEHTOM
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4. Knbeppucku

PacwupeHus B Apyrmux cTpaxoBbiX nporpamMmmax

» [lonomka MmalumnH BcneacTeme KMbepuHumaeHTa

* YHUUYTOXEHUe unu ywep6 3aaHusaM/CoOopyKeHUAM Uinn
APYyroMmy UMyLLecTBy

* [lepepbiB B AeATENbLHOCTU (OCTaHOBKa Npou3BoACTBa) 13-3a
domamyeckoro yuiepba nmyLLecTsy BcreacTasne knbepmHungeHTta
" Yuwep6 340poBbI pabOTHUKOB N TPETLUX NULL

* Yuwep6 okpyxarwoLwen cpege

=

Complimentary Tools and Services

= Cyber Mobile App

= [lpegctpaxoBoe obcriegoBaHme

= Proactive IP Blocking, Domain Protection, and Training
Services*

» Cybersecurity Information Portal

2. Vendor Partner Services

= Dark Net Intelligence (Powered by K2-Intelligence)*

=  Cybersecurity Maturity Assessment (Powered by RSA)*

=  Security Ratings (Powered by BitSight Technologies)

=  Vendor Security Ratings (Powered by Security Scorecard)*

=  Security Awareness Training (Powered by Wombat Security)*

Kopo6o4Hble u napTHepCcKue NpoayKTbl
1. TloToBble pelwweHUs aAns KNMeHToB pre-underwriting products

2. KobpeHauHroBble NpoAyKTbl:
=White label, ccobranding products
=Group-IB TDS & AIG CyberEdge
*ESET NOD32 & AIG CyberEdge
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